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http://docs.rakwireless.com/en/LoRa/RAK811/Tools/RAK _SERIAL PORT TOOL V1.
2.1.zip

FIFEROTE | EEIERRY COM iR | iRAFERIT 115200 , ZAfE#&—T WisNode #F

LAY Reset %52 , 80 log N TEF=.
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RO AR AORA RO AR ORI R

EAESI1 version:3.0.0.0.H
FRE RO ROk ok

Selected LoRaWAN 1.0.2 Region: EUSGE

[11:58:08. 858 ]ifr—@
LoRa Initialization OK

AT @S TR,
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AT BS ik
at+version BELRIEGRAS

at+get_config=device:status

REIRESRIASHIFTEER

at+set_config=device:restart

BRIRE

at+set_config=device:boot

FEIREHN boot TFIET

at+run

{R7E boot R THERL ,  1i% boot WA EIERE TIFE
=

at+set_config=device:sleep:X

EREHENAIRRTIREE IR

X:0: {RHR, 1: NGafE

at+join LoRa TN
at+send=lora:X:YYY RIXEENEE
X : LoRa im0

YYY : BRIEAVEEE. &R 50 F T, BiERQUNt
7NEHIETC.

at+set_config=lora:work_mode:X

iRE LoRa T

X :0: LoRaWAN, 1: LoRaP2P, 2: Test Mode.

at+set_config=lora:join_mode:X

85 LoRaWAN \FJHE

X :0: OTAA, 1: ABP

at+set_config=lora:class:X

1%E LoRa class.

X :0:Class A, 1: Class B, 2: Class C

at+set_config=lora:region:XXX

RETIFRER
XXX ATLARELA TSR

EU868 EU433, CN470, IN865, EU868, AU915,
US915, KR920, AS923.

at+set_config=lora:confirm:X

IRE LoRa FiEER

X : 0: unconfirm, 1: confirm

at+set_config=lora:dev_eui:XXXX

& & device EUl F3F OTAA.

XXXX : %7~ device EUI.

www.RAKwireless.com
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at+set_config=lora:app_eui:XXXX IR E application EUI FBF OTAA.

XXXX : 7= application EUL.

at+set_config=lora:app_key:XXXX IR E application key F3F OTAA.

XXXX : 7= application key.

at+set_config=lora:dev_addr:XXXX 1% E device address F§F ABP.

XXXX : ZK7R device address.

at+set_config=lora:apps_key:XXXX & & application session key F3F ABP.
XXXX : 37 application session key.

at+set_config=lora:nwks_key:XXXX & network session key F3F ABP.

XXXX : K7 network session key.

at+set_config=lora:ch_mask:X:Y HAERAEMEE

X: FrEMEE, BERERGEYRENEE

Y : 0: off, 1: on
at+get_config=lora:status IR[E] LoRa FRIEYREIERE | [T LoRa (5i&
at+get_config=lora:channel IREIFE LoRa [FEAMAZ , BRI LABREHANEEL S

ZE;&'ZT_I'{kIU\ uﬂl}.ﬂ:b ;T;F'{k/u\

3. MAEfI—EEER TTN

AT, Bl — L5 ISR RATIE WisNode-LoRa IEHRIEREE] TIN, &5,

BiERIEE USB EERIEGA PC £, 2ASSFTFF PC ERYERATER, W NEF R
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‘RAK ®0: coms - EFEE 115200 -

Byrsn ATIEK

EEBOERUEZEES)

[

EAHET , HNREEERERR THA TIN BY LoRa WX, WIRRE , FEEX

RMFEIIRY, Z5R TTNhttps://www.thethingsnetwork.org/ , 3N\ “Console” TAE4

TERTR.

) THETHINGS CONSOLE icati i i
- KKKKKKK vt . Applications ~ Gateways  Support O fomi

& Hi, fomi!

Welcome to The Things Network Console.

This is where the magic happens. Here you can work with your data. Register applications, devices and gateways, manage your integrations
collaborators and settings.

APPLICATIONS GATEWAYS

HN\“APPLICATIONS TaMH

www.RAKwireless.com
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)) THETHINGS CONSOLE ol ; iteva i
‘ WA WK  comMUNITY EoiTiaN Applications ~ Gateways ~ Support Q) fomi

Applications

APPLICATIONS

You do not have any applications.

Get started by adding one!

mif“add application” SN FE

‘i THETHINGS CONSOLE Applications ~ Gateways ~ Support (O fomi
NETWORK

COMMUNITY EDITION

Applications > Add Application

ADD APPLICATION

Application ID
The unique identifier of your application on the network

Description
Ahuman readable description of your new app

Eg. My sensor network application

Application EUI
An application EUI will be issued for The Things Network block for convenience, you can add your own in the application settings page.

EUlissued by The Things Network

Handler registration
Select the handler you want to register this application to

ttn-handler-eu

RIERERTVESAE ( HPEE Application ID"TRFESHIRABN NS | HELIR

& TTN %8 ERYME— 1D )

) THETHINGS CONSOLE 5 S fomi
Al THETHiNGs Coaaster i Applications ~ Gateways  Support Q)

Applications > Add Application

ADD APPLICATION

Application ID

The unique identifier of your application on the network

rak811wisnodelora

Description
Ahuman readable description of your new app

Test RAK811 LoRa Node

Application EUI

An application EUI will be issued for The Things Network block for convenience, you can add your own in the application settings page.

EUlissued by The Things Network

Handler registration
Select the handler you want to register this application to

ttn-handler-eu

Cancel

/A “Add application” , NZFZINETIAN T EIFf7.

www.RAKwireless.com
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.\\ THETHINGS CONSOLE
NETWORK COMMUNITY EDITION

&5 raksl

APPLICATION OVERVIEW

Application ID  raka 1 Twisnodelora
Description Test RAK811 LoRa Node
Created 13 seconds ago

Handler ttn-handler-eu (current handler)

APPLICATION EUIS

<> = 70B3D57EDOO1E262 B

DEVICES

E O registered devices

ETRFENDEVICES'TUH , FHARINRE.

DEVICES

E 0 registered devices

Applications ~ Gateways ~ Support

umentati

© manage euis

Q fomi

register device £y manage devices

Hrh*Device EUIAJLUZEEH TTN Ba4ERRY ( FEG T RIREHRY Device EUIRERY

It EUl) |, EEiEEFa AT mikEhY Device EUI,

‘\\ THETHINGS CONSOLE
NETWORK COMMUNITY EDITION

& rak811wi Devices

REGISTER DEVICE

Device ID
Thisis the unique identifier for the device in this app. The device ID will be immutable.

Device EUI
The device EUl is the unique identifier for this device on the network. You can change the EUl later.

=

App Key

The App Key will be used to secure the communication between you device and the network.

/ this field will be g

App EUI

76 B3 DS 7E DO 01 E2 62

TTN Bzh&Rg Device EUI (0 FEFf=.

www.RAKwireless.c

nology Co., Ltd.

enzhen Rakwireles:

Copyrigh

Applications ~ Gateways ~ Support

bulk import devices

Cancel Register

Q fomi
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5 rak811wi Devices

Device ID
Thisis the unique identifier for the device in this app. The device ID will be immutable.

000111222333000
Device EUI
The device EUI is the unique identifier for this device on the network. You can change the EUI later.
/’ this field will be generated
App Key
The App Key will be used to secure the communication between you device and the network.
’ this field will be generated
App EUI

70 B3 DS 7E DO 01 E2 62

Riamidi Register” , NI FER7.

‘x\ THETHINGS CONSOLE
NETWORK COMMUNITY EDITION

& rak811wi Devices E - 000111222333000

DEVICE OVERVIEW

ApplicationID  rak81Twisnodelora

Device ID 000111222333000

Activation Method ~ OTAA

Device EUI

> 5 ©@0CA9C7087762F71

Application EUl <> = 70 B3 D5 7E DO 01 E2 62

ADPKEY | <> S © | creeesssee e nten e e ne veen enuene

Status « never seen
Frames up O reset frame counters

Frames down 0

3.1 OTAA 5\ M

IEAN7E EERRYRERERIRY | BOAREGETSIER OTAA,

JF- WisNode-LoRa &1R,

www.RAKwireless.com
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‘\\ THETHINGS CONSOLE
NETWO

RK COMMUNITY EDITION

Applications > €3 rak811iwisnodelora

DEVICE OVERVIEW

Applications ~ Gateways  Support (O foml

Devices %‘» 000111222333000

Application ID  raki 1 Twisnodelor:

Device ID 000111222333000

Activation Method ~ OTAA

Device EUI <>

Application EUI <>

AppKey <

00 CA 9C 70 87 76 2F 71 B
70 B3 D5 7E DO 01 E2 62 53]

Status

Frames up 0 reset frame counters

Frames down 0

BAIARY LoRa TAFHRT\J9 LoRaWAN 1.0.2 , BRTARY LoRa iEEART 0 OTAA | BUIAER

LoRa class A, ItEAMFRAIIE EUB68 SRER9f55RA,

SNSRARFIAY join mode A2 OTAA , REEH join mode I8E /9 OTAA , A RF7

INTTINANA AT /1 AN

RAK811 version:3.0.0.0.H

AN AN V VL NN/

B L]

Selected LoRaWAN 1.0.2 Region: AU915
LoRa Initialization OK.

> =at+set_config=lorajoin_mode:0

OK

EEBOEUAEERE)

at+set_config=lorazjoin_mode:0

1% E LoRa class  Class A:

www.RAKwireless.com
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Selected LoRaWAN 1.0.2 Region: AU915

LoRa Initialization OK.

»»at+set config=lorajoin_mode:0
OK

> >at+set_config=lora:class:0

OK

EESEEEEF)

at+set_config=lora:class:0

2

REIMER /9 EU86S:

Selected LoRaWAN 1.0.2 Region: AU915

LoRa Initialization OK.

»»at+set config=lora;join mode:0
oK

==at+set_config=lora:class:0

oK

==at+set_config=lora:region:EU868

Selected LoRaWAN 1.0.2 Region: EUB68
Band switch success.

oK

2EBELEOAREEE)
at+set_config=lora:region:EU868

=

12 & Device EUI:

www.RAKwireless.com
11
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RAK811 version:3.0.0.0.H
Selected LoRaWAN 1.0.2 Region: EUB68
LoRa Initialization OK.
= >at+set_config=lora:region:EUB68
No switch region.Current region:EU868
OK
= »at+set_config=lora:dev_eui:D0CA9C7087762F71
oK
2=EB0ENEEEF)
at+set_config=lora:dev_eui:00CASC7087762F71
iz
& Application EUI:
RAKB11 version:3.0.0.0.H
Selected LoRaWAN 1.0.2 Region: EU868
LoRa Initialization OK.
>»at+set_config=lorarregion:EUB68
No switch region.Current region:EU868
oK
»»at+set_config=lora:dev_eui:00CASCT7087762F7 1
oK
> =at+set_config=lora:app_eui:70B3DS7EDO01E262
OK
E2EBLEMAEEES)
at+set_config=lora:app_eui:70B3D57ED001E262
£ix
& Application Key:
www.RAKwireless.com
12
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Selected LoRaWAN 1.0.2 Region: EUB68

LoRa Initialization OK.

= =at+set_config=lora:region:EUB68

No switch region.Current region:EU868

oK
»=at+set_config=lora:dev_eui:00CASC7087762F71
OK

» »at+set_config=lora:app_eui:70B3D57ED0O01E262
oK

»»
at+set_config=lora:app_key:C85E8499381501391B7727393781472
C

oK

Z=BOEUEEE)
at
+set_config=lora:app_key:C85E849938150139187727393 e
781472C

Fri4 OTAA ANK:

OTAA:

DevEui:00CA9C7087762F71
AppEui:70B3DS7EDO01E262
AppKey:E1A21BF51654D0D353EA45DAD465185A
OTAA Join Start...

oK

[LoRal:Joined Successed!

SEE0EASEES)

at+join

a0 EERr , NRIRRTO. 332 RRRARAIZEL

www.RAKwireless.com
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OTAA:

DevEui:00CA9CT087762F71
AppEui:70B3D57ED0O01E262
AppKey:E1A21BF51654D0D353EA45DAD465185A
OTAA Join Start...

oK

[LoRal:Joined Successed!

OK

[LoRa]: Confirm data send OK

EEEOEGAEEEEF)
at+send=lora:2:12345678

AJLAEER TN ELUEININIAXRIEDE | N FEFTR.

) THETHINGS CONSOLE
‘ HETWORE COMMDNITY CoITioN Applications

& rak811wi Devices E; 000111222333000 Data

Overview

APPLICATION DATA

uplink  downlink activation ack error
Filters
time counter port
v 17:15:.07 o
a 17:15:07 0 2 confrmed  payload: 12345678
17:13:58 devaddr: 26012D78 appeui: 70B3DS7EDOO1E262 deveui: 00CA9C7087 76 2F 71

Great! That’s all about OTAA mode.

3.2 ABP {&x{ A

Gateways

Data  Settings

Il pause W cle:

Support

Q fomi

TERNE ABP IAKAR, , BI5cEEIS activation method iRE 4 ABP , {1 FEFf7R.

www.RAKwireless.com
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CONSOLE

0! THE THINGS
NETWORK COMMUNITY EDITION

Applications > &2 rakBllwisnodelora > Devices

DEVICE SETTINGS
General

Lacation

CONSOLE

COMMUNITY EDITION

.\\mnnmes
NETWORK

Devices

Applications Gats Support
000111222333000 Settings
Overview  Data  Settings
SETTINGS
Description
Ahuman-readable description of the device
Device EUI
The serial number of your radio medule, similar Lo a MAC address
% 00 CA $C 70 87 76 2F 71
Application EUI
70B3D57EDOO1E2 62
Activation Method
QTAA
our device will use to set up sessil
Applications ~ Gateways  Support
000111222333000 Settings
Device EUI

The serial number of your radio module, similar to a MAC address

»% 00 CA 9C 70 87 76 2F 71

Application EUI

70B3D57EDO01E2 62

Activation Method

OTAA ABP

Device Address

The device address will be assigned by the network server

Network Session Key

e Network Session Key will be generated

App Session Key

& App Session Key will be generated

TEFIRBN=1NSE08ET WisNode_LoRa #&tk,

www.RAKwireless.com

Copyright© Shenzhen Rakwireless Technology Co., Ltd.
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.w\ THETHINGS CONSOLE = Applications ~ Gateways ~ Support (O fomi
Applications & rak811wisnodelora Devices é_:\, 000111222333000
DEVICE OVERVIEW
Application ID  r2k&11wisnodelor
Device ID 000111222333000
Activation Method ~ ABP
Device EUl <> = ©0CA9C7087762F 71 B
Appllcutlon EUI < = 70 B3 DS 7E DO 01 E2 62 5]
Device Address <> = 26 01 10 OF
Network Session Key <> = @ s+ oeeeeeeee e e e e e e e e 3]
ADDSESSIONKEY <> = © e eeeeerae e ne e anan e aean e e @
Status 4 days ago
Frames up O reset frame counters
Frames down 0
A AL }1\
LLEAbERAIE EU86S STER/9f , FFaafER ABP mode AN,
SNERZRFIAY join mode A2 ABP , RFE¥ join mode iRE /9 ABP , {17
INNTHIN AN A /LT /] AN 2
O AN W WL SN S
RAKS11 version:3.0.0.0.H
Selected LoRaWAN 1.0.2 Region: US915
LoRa Initialization OK.
==at+set config=lora;join_mode:1
OK
W
=EEOERA =R
at+set_config=lorajoin_mode:1
1% E LoRa class 9 Class A:
www.RAKwireless.com
16
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Selected LoRaWAN 1.0.2 Region: US315

LoRa Initialization OK.
=>=at+set_config=lorajoin_mode:1
oK

»=at+set_config=lora:class:0

OK

sEEOEUAZEEE)

at+set_config=lora:class:0

REIMER /9 EU86S:

Selected LoRaWAN 1.0.2 Region: US915

LoRa Initialization OK.
»=at+set_config=lorajoin_made:1
OK

= =at+set_config=lora:class:0

0K

»=at+set_config=lorairegion:EUBGS

Selected LoRaWAN 1.0.2 Region: ELB6E
Band switch success.

oK

EEELERNEER)
at+set_config=lorarregion:EU868

& & dev_addr:

www.RAKwireless.com

Copyright© Shenzhen Rakwireless Technology Co., Ltd.
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= >at+set config=lora:dev_addr:2601100F

OK

EEBOEAEER)
at+set_config=lora:dev_addr:2601100F

®E nwks_key:

»>at+set_config=loraidev_addr:2601100F
OK

>
at+set_config=lora:nwks_key:5CAE46002AC3AT99764A6F511575A4DE

OK

EEEEGAEERF)

at
+set_config=lorainwks_key:SCAE46002AC3AT99764A6F51

1575A4DE

R E apps_key:

www.RAKwireless.com
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»»at+set config=lora:dev_addr2601100F

OK

»>
at+set_config=lora:inwks_key:SCAE46002AC3ATI9764A6F511575A4DE
OK

»>
at+set_config=lora:apps_key:4A1D7677AFCF14CFF4B7AE127CDC92D9
OK

EEEOEOAEEES)

at
+set_config=lora:apps_key:4A1D7677AFCF14CFF4BTAET2
7CDC92D9

{£F3 ABP =AM , SN NEIRT7.

»>at+set_config=lora:dev_addr:2601100F

OK

==
at+set_config=lora:nwks_key:5CAE46002AC3AT799764A6F511575A4DE
oK

2>

at+set config=lora:apps_key:4A1D7677AFCF14CFFABTAET27CDC92D9
OK

ABP:

DevEui: 3238333560385D04

DevAddr: 2601100F

AppsKey: 4A1D7677AFCF14CFF4BTAE127CDCI2D9

NwksKey: SCAE46002AC3A799764A6F511575A4DE

OK

HEBOEEEES)

at+join

a0 EERr  NRIRTO. 32 TRHARAIZEGEER TTN,

www.RAKwireless.com
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at+set_config=lora:nwks_key:SCAE46002AC3ATI9764A6F511575A4 *
DE

OK

.

at+set config=loraiapps_key:4A1D7677AFCF14CFF4B7AE127CDCO2
D9

OK

ABP:

DevEui: 3238333560385D04

DevAddr: 2601100F

AppsKey: 4A1D7677AFCF14CFF4BTAE127CDCY92D9

NwksKey: SCAE46002AC3A799764A6F511575A4DE

OK

OK

[LoRa]: Unconfirm data send OK

EEBOEAEEES)

at+send=lora:2:1234567890 =

AJLAEER TTN ELUEININIAXRIEDE | N FEFTR.

‘\\THETHINGS CONSOLE Applications ~ Gateways  Support

KKKKKKK COMMUNITY EDITION

pplications > € rak811wisnodelora > Devices > §5=) 000111222333000 > Data

Overview  Data  Settings

APPLICATION DATA Il pause @ clear

uplink  downlink activation  ack error
Filters

time counter  port

v 16:12:33 0

a 16:12:32 0 2 retry payload: 12 34 56 78 90

4. NEECHIl—ZEIEZ LoRaServer

loraserver E—/ N FFRINE , §EEH4E  https://www.loraserver.io/.

IEET L ILEBLA T EE A Wisnode-LoRa 5 loraserver 15 :

FEANHF |, RigEFERIZEKE] LoRa MXRERNER loraserver Bk a] =M
loraserver, BIMNAXPRIZIESE I loraserver BE& 7 — lora f2K,

Q fomi

NERRE | BEENMMKAINE , X7 #HEXHE LoRa MXFIz= M loraserver B9

BZIFMER.
B RAFAREAIARM LR, fHTHEERZR loraserver BIMIRHER,

www.RAKwireless.com
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CZ ) LoRaServer
= Network-servers
Applications + CREATE

@  Gateway-profiles
B  Organizations

[} Name service-profile Description
2 Allusers

1 AppModel SenviceProfileModel AppModel
loraserver -
_— Rowsperpage: 10v  11of1

£ Org. settings
. 3 0rg. users

Service-profiles

T Deviceprofiles

@  Gateways

Applications

N Multicastgroups

BANBRT | WRPEFE— IS IIE | BILGEREEeIEHRNE. WE , i3
B RE CREATE R EIZE—MFRE , FESLUNER.

C’/SLURaServer ch zation, applicati

&= Network-servers
Applications / Create
@  Gateway-profiles
B Organizations
*
2 ANGEES Application name
The name may only contain words, numbers and dashes.

loraserver -
Application description *

8 Org. settings

file *

2 Org. users e
The service-profie application will be attached. Note that you carit change this value after the appiication has been created.
Service-profiles
Payload codec
None -

It Device-profiles

By defining a payload codec, LoRa App Server can encode and decode the binary device payload for you
@  Gateways

. CREATE APPLICATION
Applications

N Multicastgroups

N
CE ) LoRaServer
= Network-servers

Applications / Create
@  Gateway-profiles
Ba  Organizations
2 Alusers RAKSTL

The name may only contain words, numbers and dashes.

loraserver - Application description *
Test RAK811 LoRa Node

£ Org. settings

Service-profile

s Org. users ServiceProfileModel -

1 can't change this value after the application has been created

vice-profile to which this application will be attached. Note that

Service-profiles

Payload codec

None -

Device-profiles

8y defining a payload codec, LoRa App Server can encode and decode the binary device payload for you.

@  Gateways
CREATE APPLICATION

Applications

N Multicastgroups

M “CREATE APPLICATION".

www.RAKwireless.com
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&= Network-servers
Applications + CREATE

@  Gateway-profiles
B3 Organizations

n Name service-profile Description
- All users

1 AppModel ServiceProfileModel AppModel
loraserver -
- 2 RAKS11 ServiceProfileModel Test RAKS11 LoRa Node

& Org. settings

Org. users

a5 Service-profiles
E3 Device-profiles
@  Gateways

Applications

N Multicast-groups

HENFBIEAY'RAK8 11T R:

@ O amn
&= Network-servers
Applications / RAK811 DELETE
@  Gateway-profiles
B Organizations DEVICES APPLICATION CONFIGURATION INTEGRATIONS
a All users
+ CREATE
loraserver ~
Last seen Device name Device EUI Link margin Battery
£ Org. settings
2 0rg. users Rows perpage: 10w 000f0
Sen -profil

Device-profiles

@  Gateways

Applications

N Multicastgroups

EATH“CREATE"%HH |, #5 lora T iR INZ! loraserver &

CZ ) LoRaServer

&= Network-servers
Applications / RAK811 DELETE
@  Gateway-profiles
B3 Organizations DEVICES APPLICATION CONFIGURATION INTEGRATIONS
-4 All users

loraserver ~

Last seen Device name Device EUI Link margin Battery

& Org. settings

Org. users

Service-profiles

Device-profiles

@  Gateways

Applications

N Multicastgroups

www.RAKwireless.com
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= CZ) LoRaServer Q, Search organization, application, gateway or device @ O cmn
&= Network-servers
Applications / RAK811 / Devices / Create
@  Gateway-profiles
B  Organizations
o Allusers Device name *
The name may only contain words, numbers and dashes.

loraserver N
Device description *

£ Org. settings

2 Org.users Device EUI * MsB  C
25 Service-profiles Device-profile *
evice-profile }
T Device-profiles
Disable frame-counter validation
@  Gateways O
Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks
i Applications

N Multicast-groups CREATE DEVICE

R OB R HELA TERE s4ERKIRE eui , HEILATESRBIETRE N IEFRRYIZE eui,

< ( 2) LoRaServer Q, Search organization, application, gateway or device @ O cuesnos

test005 ~
Applications / RAK811 / Devices / Create

S Org. users

as Service-profiles Device name®
- RAK811_LoRaNode
= Device-profiles
@  Gateways Beise GascipioR
RAK811 LoRa Node for testing
i Applications
Device EUI*
N Multicast-groups 5e9d Te 08 57 cf 25 f1 msB

Device-profile *

Pevice-profile N

DeviceProfile_ABP

DeviceProfile_OTAA

CREATE DEVICE

TR WNER(HEFE OTAA R, , N{E Device-profile Tk ‘DeviceProfile_OTAA”,
ANERE(FEF ABP #Ez{F0 CN470 S , RifE“Device-profile TRAERE
“DeviceProfile_ABP_CN470", #15RE(#F ABP &R F0kk AS923 #1 CN470 LASMYE
ftigf=R , RIfE“Device-profile”TiHhi%iE DeviceProfile_ABP”, ABP 1&{ ThY AS923
EARE ? AR | LoRaServer T ESHFE.

www.RAKwireless.com
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4.1 OTAA BN

1%51% ‘DeviceProfile_ OTAA” , W1 FEFI.

Q, Search organization, applicat or device @ O euesios

= C;:) LoRaServer

test005 -
Applications / RAK811 / Devices / Create

I 0rg. users

4= Service-profiles Davs e

RAK811_LoRaNode

1
13

Device-profiles

1

~
The name ords, and das
@  Gateways Bevice
RAK811 LoRa Node for testing
Applications
X Device EUI*
Y Multicast:groups Se9d Te 08 57 cf 251 Mss G

Device-profile*

DeviceProfile_OTAA

[J Disable frame-counter validation

Note that disabling the frame-counter validation will compromise security as it enables

CREATE DEVICE

mE"CREATE DEVICE” , ARSI TREFEMNREFER. SRLIE RSB
BHELATERREERN

organization, application, gateway or device © O euesoos

< CZ) LoRaServer

test005 -
Applications / RAK811 / Devices / RAK811_LoRaNode ‘ W DELETE

S 0rg. users

2= Service-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA LIVE LORAWAN FRAMES

%% Device-profiles

@ Gat Application key (LoRaWAN 1.0) *

A aleways 921 d5 0c d7 dO 2e €3 5 e6 14 21 54 2 74 b2 MsB ESY
For LoRaWAN 1.0 devices, this is the only key you need to set. In case y & supports LoRaWAN 1.1, update the device-profile first

Applications

N Multicast-groups SET DEVICE-KEYS

=H“SET DEVICE-KEYS”, ZEEELTE loraserver FRp T HECE.

RIEEEIRE WisNode-LoRa AJiZ% eui /3 “dev_eui” :

Q, Ssearch organization, application, ga ce @ O cuesuos

€< ch LoRaServer

test005 -
M Applications / RAK811 B DELETE

2 Org. users

= . PP AT 1
S=  serviceprofiles DEVICES APPLICATION CONFIGURATION INTEGRATIONS
IF  Device-profiles
4 " + CREATE
@  Gateways
Applications Last seen Device name Device EUI Link margin Battery

na RAK811_LoRaNode 5e9d1€0857cf25f1 n/a n/a

Ro

N Multicast-groups

MRIEEEIRE WisNode-LoRa Ay Application Key 5 “app_key”

www.RAKwireless.com
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= C E) LoRaServer Q Search organization, application, gateway or device 0 O eutest005
test005 -
. Applications / RAK811 / Devices / RAK811_LoRaNode W DELETE
3 0rg. users
E=  cerviceprofies DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA LIVE LORAWAN FRAMES
3= Device-profiles
= . Application key (LoRaWAN 1.
B R [fo21d50c a7 do2e e c5 e6 142154 127412 | s G ®@
Applications For LoRaWAN 1.0 devices, this s the only key edtoset. | RaWAN 1

N Multicast-groups SET DEVICE-KEYS

3F WisNode-LoRa FEEIZERI Application EUI Bl“app-eui”d loraserver 753 , 8]
LISEEIRENEBIEEAYHE , BMEETLUEEIRE NS dev-eui 1H[E,

BTR  TEFER at S REBIER,

ELEISE EERERI PC L |, PAI5$]7F PC ERIBBOIT R,

T E A | S o S
[ A= NIWIES XM
INNTEIN AN AT S AN
A\ AN V VL NN S S

RAKB11 version:3.0.0.0.H

B L e e e e e e

Selected LoRaWAN 1.0.2 Region: AU915

LoRa Initialization OK.

EEELEOAEERT)

BAEY lora THEREZC A lorawan 1.0.2 , BRIAEEEZL OTAA,
MRIMENMNERAZR OTAA , FFNKEEIT , T TFEF-.

www.RAKwireless.com
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INTTINANA AT /1 AN n
AN AN V VL NN/

AERXHERAR D R

Selected LoRaWAN 1.0.2 Region: AU915

LoRa Initialization OK.

= »at+set_config=lora;join_mode:0

oK

W
=280 EOAREEF)
at+set_config=loraijoin_mode:0

&

1% E LoRa class  Class A:

A
Selected LoRaWAN 1.0.2 Region: AU915
LoRa Initialization OK.
»»at+set config=lorajoin_mode:0
OK
> >at+set_config=lora:class:0
OK

(¥
=2=BLEZEEF)

at+set_config=lora:class:0

2

IRENER /9 EU86S:

www.RAKwireless.com
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Selected LoRaWAN 1.0.2 Region: AU915
LoRa Initialization OK.
> »at+set_config=lora;join_ mode:0
oK
»=at+set_config=lora:class:0
OK
= »at+set_config=lorarregion:EUB68
Selected LoRaWAN 1.0.2 Region: EUB6S
Band switch success.
OK
=ZEBLOEUAREESE)
at+set_config=lora:region:EUB68
i
®E dev_eui”
Selected LoRaWAN 1.0.2 Region: AU915
LoRa Initialization OK.
=>at+set_config=lorajoin_mode:0
oK
>>at+set_config=lora:class:0
oK
= >at+set_config=lora:region:EUB68
Selected LoRaWAN 1.0.2 Region: EUB68
Band switch success.
oK
= »at+set_config=lora:dev_eui:5e9d1e0857cf25f1
oK
EEEOEVEERST)
at+set_config=lora:dev_eui:5e9d1e0857cf25f1
Az
®E app_eui™:
www.RAKwireless.com
27
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LoRa Initialization OK.

> »at+set_config=lora:;join_mode:0
OK

>»=at+set_config=lora:class:0

OK

»=at+set_config=lora:regiom:EUB68

Selected LoRaWAN 1.0.2 Region: EUB68

Band switch success.

oK
»»=at+set_config=lora:dev_eui:5e9d1e0857f25f1
OK

> >at+set_config=lora:app_eui:5e9d1e0857cf25f1
oK

®E"app_key”:

OK ad
»>at+set_config=lora:class:0
OK

»»at+set_config=lora:regiom:EUB68

Selected LoRaWAN 1.0.2 Region: EUB68

Band switch success.

oK

»»at+set config=lora:dev eui5e9d120857cf25f1

oK

= »at+set_config=lora:app_eui:5e9d1e0857cf25f1

oK

>
at+set_config=lora:app_key:f921d50cd7d02ee3c5e61421541274b2
oK

EEE0EOEEEE)

at

+set_config=lora:app_key:f921d50cd7d02ee3c56142154 S
f274b2

Fri4 OTAA ANK:

www.RAKwireless.com
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LoRa Initialization OK. o
= >at+set_config=lora:dev_eui:68909f83d6d76b5f

0K

»>»at+set_config=lora:app_eui:68909{83d6d76b5f

OK

==

at+set config=lora:app _key:1417%eea4f5250¢1324389943020fc0d
OK

OTAA:

DevEui:68909F83D6D76B5F

AppEui:68909F83D6D76B5F

AppKey:14179EEA4F5250C1324389943020FCOD
OTAA Join Start...
OK

[LoRa]:Joined Successed!

EEENENAEERS)

at+join

i

AR !
1EB]LATE loraserver BTUE_EEZ! joinRequest # joinAccept , STTNEIRTR,

CZ) LoRaServer Q, Search organization, application, gateway or device

Network-servers

Applications / RAK811 / Devices / RAK811 W DELETE
@  Gateway-profiles
B3 Organizations CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA LIVE LORAWAN FRAMES
a All users -
@ HELP 11 PAUSE ¥ DOWNLOAD W CLEAR
loraserver -
DOWNLINK 5:51:36 PM JoinAccept v
£ Org. settings
UPLINK 5:51:36 PM i v

= Ora nsers

RIEEUER] LoRaServer , U0 FEIF7R.

www.RAKwireless.com
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OK

==

OK

OTAA:
DevEui:68909F83D6D76B5F
AppEui:68000F83D6D7685F
AppKey:14179EEA4F5250C1324389943020FCSD
OTAA Join Start...

OK

[LoRa]:Joined Successed!

» »at+set_config=lora:confirm:1
OK

OK

[LoRa]: Confirm data send OK

EEE0EOEEEE)
at+send=lora:2:1234567890

at+set_config=lora:app_key:14179%eea4f5250c1324389943020fc9d

i

1£ loraserver TH EERFMRRAIXRIEIR S FERT.

@ O amn

E Network-servers
Applications / RAK811 / Devices / RAK811
@  Gateway-profiles
Bl Organizations CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA
2 Allusers
loraserver -
DOWNLINK 5:56:23 PM UnconfirmedDataDown ~ 015bda95
£ Org. settings
UPLINK 5:56:23 PM ConfirmedDataUp 015bdags
o Org. users
DOWNLINK 5:51:36 PM JoinAccept
a= Service-profiles
UPLINK 5:51:36 PM i76b5f

i

Device-profiles

4.2 ABP &=\

‘ W DELETE

LIVE LORAWAN FRAMES

@ HeLP Il PAUSE ¥ DOWNLOAD W CLEAR

%1% DeviceProfile_ ABP” 5¢#& “DeviceProfile_ ABP_CN470"fINMIRET, , A0 NERT

cr/B LoRaServer

Q@ O cuesos

test005 -

Applications / RAK811 / Devices / Create

- Org. users

as Service-profiles Device name *
= RAK811_LoRaNode
= Device-profiles
The name may only contain words, numbers and dashes.
RAK811 LoRa Node for testing
Applications
N Multicast-groups 5e 9d 1e 08 57 of 25 f1 mMse C
[ Dpisable frame-counter validation
Note that disabling the frame-counter validation will compromise securlty as it enables people to perform replay-attacks
CREATE DEVICE
www.RAKwireless.com
30

Copyright© Shenzhen Rakwireless Technology Co., Ltd.



@G RA

RAKwireless
Technology Co., Lid.

v3.0.0.0.0

SRISEILABE “ACTIVATION'TRHE—LE abp S4K :

€ (93 LoRaServer

Q, search organization, application, gateway or device @ O cuesnos

test005

2 Org. users

Service-profiles

£ Device-profiles
@ Gateways
Applications

N Multicast-groups

Applications / RAK811 / Devices / RAK811 W DELETE
DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION LIVE DEVICE DATA LIVE LORAWAN FRAMES
0078 1fb9 M8 C
Network session key (LOR&WAN 1.0)*
280 cb 8d 1d f6 88 bc 18 60 Ta 97 02 5¢ 54 88 MsBE G ©
Application session key (LoRaWAN 1.0) *
4d 42 ec 5¢ af 97 f0 3d 83 3c da f5 00 3f 69 e1 MSB G ©

Uplink frame-counter *

0

(RE)ACTIVATE DEVICE

ETREEFEAU EANSEET AT @<k E WisNode_LoRa,

I®E LoRa join mode JJ ABP:

OK

EEBOEUEERS)

»»at+set_config=lorajoin_mode:1

at+set_config=lora;join_mode:1

&

% E LoRa class /3 Class A:

www.RAKwireless.com
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»»at+set_config=loraijoin_mode:1

OK

»>at+set_config=lora:class:0

OK

2ESOEONEZEEY)
at+set_config=lora:class:0

REIMER /9 EU86S:

>>at+set_config=lora;join_mode:1

OK

>>at+set_config=lora:class:0

OK
>=at+set_config=lorairegion:EUBG8
No switch region.Current region:EUB68
OK

EBEBOEMEERS)

at+set_config=lora:iregiom;EUBGS

®E “dev_addr”

www.RAKwireless.com
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>»at+set_config=loraijoin_mode:1

oK

>>at+set_config=lora:class:0

oK

> »=at+set_config=lora:region:EUB68

No switch region.Current region:EUB68
oK
»>at+set_config=lora:dev_addr:00781fb9
oK

EEEOEVAEEES)
at+set_config=lora:dev_addr:00781fb9

®E “nwks_key™

= »at+set_config=lora;join_mode:1

OK

= =at+set_config=lora:class:0

OK

= »at+set_config=lora:reqion:EUB68

Mo switch region.Current region:EUB68
OK

= »at+set_config=lora:dev_addr:00781fb9
OK

==
at+set_config=lora:apps_key:c280cb8d1df688bc18601297025c5488
OK

=BOEVEEEF)

at
+set_config=lora:apps_key:c280cb8d1df688bc18601a970
25c5488

®E “apps_key”:

www.RAKwireless.com

Copyright© Shenzhen Rakwireless Technology Co., Ltd.

33



~ :
= RAKwireless
\“'.7'\ RA Technology Co., Lid.

v3.0.0.0.0

»»at+set_config=lorajoin_mode:1

oK

> >at+set_config=lora:class:0

oK

>»at+set_config=lora:regiomEUB68

No switch region.Current region:EU868

oK

»»at+set_config=lora:dev_addr:00781fb9

OK

=>
at+set_config=lora:apps_key:c280cb8d1df688bc18601a97025c5488
oK

> >at+set_config=lorainwks_key:dd42ec5cafo7f03dB833cdaf5003f69e1
oK
EZ=aOEME=ERT)

at

+set_config=lora:nwks_key:4d42ec5cafd7f03d833cdaf500

3f69e1

{£F3 ABP &AM , W NEIF7,

OK £
==
at+set_config=lora:apps_key:c280cb8d1df688bc18601a97025¢548

8

OK

>

at+set_config=lorainwks_key:4d42ec5caf97f03d833cdaf5003f6%1
OK

Join Network first and try again.

ABP:

DevEui: SE9D1E0857CF25F1

DevAddr: 00781FB9

AppsKey: C280CB8D1DF688BC18601A97025C5488

NwksKey: 4D42ECSCAFI7F03D833CDAFS003F69E1

OK

v

BEELEVEERS)

at+join

RIFEFER LoRaServer , S TNEIFf7.

34
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OK

[LoRa]: Confirm data send OK

EEBOEMNEERS)

at+send=lora:2:1234567890
a2

1£ loraserver TH EERFMRRAIXRIEIR S FERT.

(¢ 2) LoRaServer Q search organization, application, gateway or device

= Network-servers —
Applications / RAK811 / Devices / RAK811_LoRaNode W DELETE
@  Gateway-profiles
B1  Organizations CONFIGURATION KEYS (OTAA ACTIVATION LIVE DEVICE DATA LIVE LORAWAN FRAMES
2 Allusers =
@ HELP 11 PAUSE ¥ DOWNLOAD § CLEAR
loraserver -
DOWNLINK 6:12:12PM UnconfirmedDataDown  0178cae9 v
£ org. settings
UPLINK 6:12:11PM ConfirmedDataUp 0178cae9d v

2 Org. users

Flitk ABP 1&Rz{iERzZE] LoRaServer &R T .

5. FREIH

ANERIEHY RAK811 B & WisNode-LoRa BIEHIRASTF v3.0.0.0 ( BIFZIRA ) |, &
JLRRRUAT B AHRE

1. B, 1k RAK811 &% WisNode-LoRa 7E boot X FIT/E, EEIRE at 5o
<at+set_config=device:boot>LAfEHRFT{FHE boot AT , W TFEF7R.

www.RAKwireless.com
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work in Boot mode now...
<BOOT MODE>

EEslEVEEEF)
at+set_config=device:boot

2. THEHEMHAHRTE(RAK Upgrade Tool) , FEGHZANT :

https://www.rakwireless.com/en/download/LoRa/RAK612-LoRaButton#Tools

3. AITFERTR , $JFZIR , BEcEB&0 , Rd“Choose File” IREAISHERIR N EAIEHAY
iZ7EN

’ RAK LoRaButton Upgrade Tool V1.0 = d x

www.RAKwireless.com
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it 1 BIRIEE CRUIRFXIRL FEERERSRRVE (20 RAK811_HF_B_V3.0.0.0.bin
FESRE , RAK811_LF_B_V3.0.0.0.bin FAMESAREN ) .

@ RAK LoRaButton Upgrade Tool V1.0 = O X

4. [ "Start” |, FHAFHRE.

@ RAK LoRaButton Upgrade Tool V1.0 = O X

www.RAKwireless.com
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SITERFTR |, BIREE TR,

’ RAK LoRaButton Upgrade Tool V1.0 = O X

Location
C:\Users\Fomi\Desktop\Fi811E}{+\RAK811 HF B Vv3.0.0.0...

REXAARITE , FIFEOTE , SEFIERI COM im0 |, RN 115200 , ARG
FIFFERITImOH M at ip<at+set_config=device:restart>EZi%%E , NI NEF= , 8]

EEMNAIEFRAS.

[11:58:08. 737 i@

2 o (2 -
T7 7 7\ || | | —
DH wWikeless
_,f‘\_ VOV A/

Ao o oo o R R R RO R O ROk

RAES1] version:3.0.0.0.H
S B e T T R S S S S S e

Selected LoRaWAN 1.0.2 Region: EUSES

[11:55:08. 858 Jijr—@
LoRa Initialization DK

www.RAKwireless.com
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6. (Z1Jh%E

hRZ ik HHA

1.0 ElfESE =] 2019-07-17

7. XISt

b:3-1 HiZ -2

Fomi&Penn Fomi

fg KTFIREHEAR:
\‘g“ RAK 2—REITT loT WHLI=RAENBLHNE] , EEFRENTLENSATHATRER |, X
RAK FReERRE RS £ B/ NI 4RI E 7 (Network Operator), RETEERIES(System
Integrator)FARSZIR(HRT (Service Provider) SR HSMERERY loT FRERELE.

www.RAKwireless.com
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