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1.B1

AN EEFIESE RAK UM X =@ , FEEARE LoRa Server NEEMAF | i@l
RIAILARBIA A T EMEE MQTT iTFEMXAIAE LoRa Server 13RIBVEIE (ERF
TREBLMXHTIERE  HERAFEBCHNARSSZ R SR A EREERNA

AR 55 28 e AL B R R A BRI AT B 89,

AL RAK A BRI MR =@ ( ZEAMX RAK7258 SEZEISMMX RAK7249)
A, NBMFERMXARE MQTT MRS 2EMFAE (SVE ) MQTT ARS 23 | NMAWFEITH

T REBUE R T R BUR S TURIREA,

2.LoRaWAN } MQTT &7t

EXRETABTHF , BAENE LoRaWAN HLEF MQTT ML |, (£ A% ¥ LoRaWAN FI
MQTT M TRIBE—NERENA T, NRECEAFT LoRaWAN MUKk MQTT BT

fERE , TP LEETRA,
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2.1. LoRaWAN i&ift

Concentrator Network
End Nodes /Gateway Server

©

pet
tracking

3G/
Ethernet
Backhaul

vending
machine |,

WE 1 2 , LoRaWAN MEREBS M

® #I#i%&E (End Nodes)

® M>x (Concentrator/Gateway )

® NS AR%88 ( Network Server)

LoRaWAN M HRIIHEE/ER !

HRREFNTRIRE , HRBERE |, FRERIENZRULTLESHRNEBLEMX
P3R4 2 i &R X RO BB L 45 NS ARS3 88

NS RSBRFLIESNER. BHRWMXEROBIERITRE, L1

RAK i&{t LoraWAN SKEREREFRM , BAMXES T NS AR5, ECS RAKEI T =E]

A2 A B EEHE LoraWAN 48,

www.RAKwireless.com 4
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2.2. MQTT @&

MQTT K& MQ EM(EH, R—M&H/ATH  MERRMNEERNWERZED
W, EERATERRIEEFMEREEE. SEIBHARIENIMLE, &RV ZEMLEEEE
MRBRBRERR/IME , EISEEZBRATEEM, X LR N thEiZ AR o VIR Rt

FREIERIERE,

\\\ blish

EIHIZI “_; MQTT

Broker

WE 2 i , MQTT MERmERH .
® Xk7#& (Publisher)

® 1iJIi& (Subscriber)
® MQTT Broker

£%#E (Publisher) 2%ER ;

1T# (Subscriber) WEAHELHIES;
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MQTT Broker EW A HEESHEBERERITHEHITER.

MQTT Broker EILER B R , KAhERHELMMAGA  JHAERNE, E&H

EEIR .,

2.3. MQTT 7£ LoRaWAN M E9/E A

|
‘ ‘e, %&a
4, ¢
Node Device %%“ ’ @ ‘ E
’ & 4 S
EEREEERE Publisher MQT‘I‘ -
Gateway + NS Benlior Sub§cr1ber

User
Node Device Application

s

Node Device

SCRRRZAR 1 :
£/ RAK il MxAE MQTT Broker IJ&E,

RAK Tl W RIRISEIRF RIELNE NS ,WE NS FHIELAHERE MQTT Broker ,

AP B E =R T HRE.

RAK B MX<BN R &fHE , X MQTT Broker,

AR LEAMXAEN MQTT Broker , BiEE T AMITHNE L HHIE ;

2.MxNEL MQTT Broker fUEETMBEMR. MKMEER , RAME~BPEEH,

www.RAKwireless.com 6
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SCRRRZAR 2 -
AERA RAK B M xAE MQTT Broker &g,

RAK B M XRISHIBHELIXLENENS , NE NS BRIELHEE =7 MQTT

Broker, AP @B =HEFITHRIE.

RAK MM RAR S & &

3. T T R

ARE LA RAK B9k B EAl |, = 3@ matt.fx TRITHT = EIREVEUE.
FrETH : matt.fx TR (MQTT &EF i) .

T#itbdt : https://mattfX.jensd.de/indeX.php/download,

¥

3.1. HAMRFEARNE MQTT Aks523

hu)

3.1.1. B MREEERNE MQTT Ar5528

B M xigE R Network Server iR (EIZEXT , BUMNXFZEENXAE , X

E NS RSEAR) , AERUMXFRII— NN R,

R GTER P MAR AR RAY IP Heht , ##EAEAL KA web R :

www.RAKwireless.com /

T Kwireless Technolegy Co., Ltd.
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y 3
B RAK  snssnsamas rak7258/7259

loT Made Easy

3 KABN

root

AN P RFZGER A root, MIAERD , <& Login , AWM TFHE :

“ﬁh 271, 4 EEREERNESR  Avorcresion  Logout
@ status Statis
Qe Received Transmitted Active Nodes Busy Nodes

LoRa Packet Logger

9236 5 0

Sys Log

Firewall

Duty Cycle Of the LoRa Channel
B3 Network

100 b

8 Lora Gateway

18:36 |
19:217]
Lull LoRa Network Server 20:06 4
20:51

21:36 |
& services 2201
23:06

23:51 |
B system 00:36
01:21 | 2
02:06 7
02:51 |
03:36 |
04:21 |
05:06
05:51 |
06:36 |

& 5

£EE 6 , I XEHE LoRa Gateway , =i LoRa Packet Forwarder , £ Protocol

Fi%$% Build-inLoRa Server tHiX

www.RAKwireless.com 8
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@& RAK CEREEGES  Lojout

[CRSETS

LoRa Packet Forwarder Lorawan Packet Forwarder Configuration

B3 Networl
Gateway Configuration

LoRa Gateway

General Setup Packet Fiter GPS Information
Packet Forwarder

LoRa Gateway MQTT
Bridge LoRa Packet forwarder is Enabled m

LoRa Basic Station Gateway EUI | 60CSABFFFETADZFC
Lull LoRa Network Server Protocol ‘ Build-in LoRa Server
Push Ti i ) Semtech UDP GWMP Protocol
S us Iimeout (Ms
&> services ! LoRa Gat VQTT Bridge ]

LoRa Server

Statistic Interval (s [ Bu
=] System )

Keepalive Intenval (s) | 5

3 messages are automatically stored when the connection to the server is lost

Automatic data recovery 'r\

Auto-restart Threshold | 30

Packet forwarder will automatically restart when the keepaiive timeout exceeds this threshold. Set '0" to disable

SERE 7, =i Save&Apply RFIRE

=

© RAK EREDEEAGES  Logout

_ R -
@& status

B3 Network

@ [oRa Gateway LoRa Concentrator 0

LoRa Packet Forwarder Radio Configuration

Bikige Radio 0 Center Frequency | 867500000 3
LoRa Basic Station
Radio 1 Center Frequency | 868500000 =
Lull LoRa Network Server
Minimum Tx Frequency | 863000000 .
&5 Services )
Maximum Tx Frequency | 8 =
Sysiem Lorawan Pubiic @)
Chan. ID MultisF 0 MultiSF 1 MultiSF 2 MultiSF 3 MultiSF 4 MultiSF 5 MultiSF 6 MultiSF 7 LoRa std
Enable @) O O [ @ «© «© «© «© «©
Rorke Radio 1 |v Radio 1 |v Radio 1 |+ Radio 0 |v Radio 0 |v Radie 0 |v Radio 0 |v Radio 0 |v Radio 1 |v
L 40000013 -200000%- 0 =] 4000005 -2000005 0 = E 400000 (£ -200000}%-
Freq. 868.1MHz 868.3MHz 868.5MHz 867.1MHz 867.3MHz 867.5MHz 867.7MHz 867.9MHz 868.3MHz
Bandwidth 125 KHz 125 KHz 125 KHz 125 KHz 125 KHz 125 KHz 125 KHz 125 KHz 260 Kiiz |o
DataRate AllSF Al SF All SF Al SF AllSF AllSF AllSF AllSF SFT v

Save & Apply

MM AAERSBABRINZE , ZMNFEEB I NXPAERSFEN

Application F1¥ 55,

www.RAKwireless.com
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SEE 8 FREUTIHM topic,

@ RAK
@& status
3 network
‘8! LoRa Gateway
General Setup

Ll LoRa Network Server

Status
General
Gateway
Application

Global Integration

& services

=] System

Application Server Integration

Application Server Integration

Logout

All topics suggrt one or more of the four variabfyfields {{application_ID}} {{application_name}} {{application_EUL}} {{device_EUL}}. The variable field must be in
a separajgfiomain (the content between the two | a separate domain). All topics must contain the {{device_EUI}} variable field.

Join Topic | apglication/{{apglication_ID) vice_EUjain

Event publihed

Uplink Topic | applicatior ice_EUNYm

Contains the meta-data for an uplink application payload.

Downlink Topic | apglication/{apglication_IDj}/device/{{device_EU/tx

Scheduling downlink data by application server

Ack Topic | application/{{application_|D] vice_EUl}Wack

Event published on downlink frame acknowledgements.

Status Topic | application/{{applic

ation_ID}}

fdevice_EUNY/status

Event for battery and margin status received from devices.

et

& 8

£ Uplink Topic 1TFT = EIRAVENIE , EXRWUTF :

“application/{{application_ID} }/device/{{device_EUI}}/rx" , HF ,

{{application_ID} } EE &AL F113=FrAY application ID , application ID ££E 9

FREX, {{device _EUI}}ZEE&#mM (1T = device_EUI , device_EUI &E[E 10 3%

Y,

& RAK
@ status
B3 Network
Applications

% Lora Gateway

Luill LoRa Network Server D Name

Status
o RAK_mgtt_test
General

Gateway
Application

Global Integration

& Services

System

www.RAKwireless.com

LoRa Network Server Application Overview

Logout

Devices Creation Date Description

1 Wed Jul 1 01:49:03 2020

m

il

Type 1 - Unified Application Key

& 9
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Application RAK_mqtt test
Devices Application Configuration Payload Formats Integrations
Last Device name Device EUI Class Activation Device Link Batteg
seen mode Address margin
1 never RAK node test |00d939567c667ele| A otaa = -dB
Select All Remove Rows per page | 10 v
(2]
10
Bz RH topictlF :

application/2/device/00d939567c667ele/rx

MRBANBITE—NNATHAETREE , LLAINA 2 FTHMBETREEE , FICAE

FUATF topic :

application/2/device/+/rx
MRBANVEIT A ENA TR SEIE |, sTUERBLT topic :

application/+/device/+/rx

3.1.2. @8 matt. X iTEATEER

FTH matt.fx TR , TREWNE 11 FiR :

www.RAKwireless.com H

Copyrigh
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MQTT.Fx - 1.7.1

File  Extras Help
~ -
. local mosquitto g ﬂ- Disconnect

m Subscribe  Scripts  Broker Status  Log

REE 12 £ ERRFTERHE

MQTT.Fx - 1.7.1

File  Extras Help
local mosquitto » ﬁ- Disconnect

Subscribe  Scripts  Broker Status  Log

=)

www.RAKwireless.com
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fEE 13 PETER A MK IP titt

MQTT.fx - 1.7.1

File  Extras Help

r, 1600 ®
m Subscribe  Scripts Broker Status Log

& 13

MASTMX IP 25 , REE 14 Y Connect % , REMNEBERTHERE ,

WA EZMINERZIM XA ERN MQTT ARS8 :

www.RAKwireless.com 13
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MQTT.fx - 1.7.1 - 0 @

File  Extras Help

* 1723120437 1883 G Disconnect @

m Subscribe  Scripts Broker Status Log

» v Hc, .i-.v' Qos51 Qo52 Retained wr

14
mEE 15 B9 Subscribe TTE#%H , TMAERBATTIR topic , BREHRAELGN

Subscribe &l , FIRITTIHT = _EHRAVEUE -

www.RAKwireless.com 1
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MQTT.fx - 1.7.1 - O &
m Extras Help
% | 1723120437 1883 Disconnect 0
1
Publish Scripts  Broker Status Log
2
(applitalionfzmevicefDOtl?S%b?céé?elefrx l A 3 o

application/2/device/00d939567c667e1e /rx d
Dump Messages mute | (SR

——
Topics Collector ... S. o

& 15

EATIRMII join ZE&RiE—FEE, HAET RMEAIE—FHelloRakwireless”,

TRBREEIR 16 #HIREUE | Fi1MF Hello Rakwireless ¥ 16 # IR 2 “48656¢

Hh

6c6f52616b776972656c657373",

www.RAKwireless.com s
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Bl RAK SERIAL PORT TOOL - O X
: Wl
‘ RAK Bl -_CONfli 1) R O 07 |at+version
=irEl O 02 |at+get_config=device:status
OTAA Join Start... 2] O 0% |at+set_config=device:sleep:0
[LoRa]Join Success O 04 |at+set_config=devicerestart
oK O 05 |at+set_config=device:gps:1
[LoRa]: RUI_MCPS_UNCONFIRMED send success O 06 |at+set_config=lora:work_mode:0
OK OO0 07 |at+set config=lorasjoin mode:d
at+recv=0,-28,7,0 [ 08 |at+set_config=lora:class:0
=»at+set_config=lora:confirm:1 O 0% |at+set_config=lora:region:EUB6E
LoRa configure confirm success O 10 |at+set_config=lora:confirm:1
oK O at+set_config=lora:ch_mask:0:0
[LoRal: RUI_MCPS_CONFIRMED send success O 12 |at+set_config=lora:dev_eui:00d239567c667ele
oK O 72 |at+set_config=lora:app_eui:00d939567c667=1e
at+recv=0,-26,7,0 O g=lora:app_key:444426d479d2bb6cba70c62220b6db3e3
[LoRa]: RUI_MCPS_CONFIRMED send success O 75 |at+set_config=lora:dev_addr: E
OK OO 15 |at+set config=lorainwks_key:
at+recv=0,-437,0 [0 77 |at+set_config=lora:apps_key:
] O 78 |at+join
SEEOENSEES) O 7 |at+get_config=lora:status
at+send=lora:1:48656c6c6f52616b776072656c657373 b 20 |at+get config=lora:channel
O #3%/2AE
BBl 00:00:00 | EEF): O |55 0 | SW Version: V1.21 | ZaEATE:2018-12-24 2020/5/20 10:12:25

£ matt.fx FEETAEEIBANTHEINT REE , 08 17 ik

MQTT.fx - 1.7.1 - 0 &
(ZICE Extras Help
% | 1723120437 1883 Disconnect ]
Publish Scripts  Broker Status  Log
application/2/device/00d 39567 chbTeles/ m i 1 Qo5 2 w Lo
application/2/device/00d939567c667e1e /i application 2/ device /00d939567c667ele/ rx 1
Dump Messages  Mute (LTINS Qoso
Topics Collector (0) Scan 5t v
Application/2 /device/00d93956 7c667 ele/rx
20-05-2020 10:12:07.36727867
{“applicationID "applicationName”: "RAK_mqtt_test"”, "devEUI":"00d939567
c667ele”, "deviceName" : "RAK_node_test timestamp"”:1589946727,"fCnt":2, " fPo
rt":1,"data" :"SGVshG9SYWt3aXJlbGVzcw==", "data_encode": "base64"}

16
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data AR T RAIXMEIE, Data BINMIRBTRN T REZNBIEHEITT baseb

4 4wtg , FANRFEY data 25 #1T base64 ##15 , BRI BRIRIBEIE.

ERREWMX web EIETIE , BEIFVEIES matt.fx —,

Application - Edit Device 00d939567c667¢ele

Device-00d939567c667ele

Overview Configuration Activation Downlink Live Device Data

2020/05/20 10:12:10 Uplink 48 65 6C 6C 6f 52 61 6b 77 69 72 65 6C 65 73 73

3.1.3.1@d matt.fx ATREXER

BT matt.fx 5T RAIXEIE , FZFER Downlink Topic,

Logout

$ RAK e v 1

s 25 Application Server Integration

3 Network
Application Server Integration

) | 0Ra Gateway

General Setup

Lill LoRa Network Server

All topics sugg®rt one or more of the four vanal%»e\d; {{application_ID}} {{application_name}} {{application_EUT}} {{device_EUI}}. The variable field must be in

Status
LAt a separajgfMlomain (the content between the two Nygs a separate domann). Al topics must contain the {{device_FUI}} variable field.

General

Join Topic | application/{application_|D}}/d vice_EUl}join

Gal

Event published when a d ins the

Application

Uplink Topic {(ar _ID}/device/{{device_EUMN/n

Global Integration

& Services

B system Scheduling downlink data by a

Contains the data and meta-data for an uplink application payload.

Downlink Topic | application/{{application_|D}}/dev

Ack Topic | application/{{apglication_ID) _EUljfack

Event published on downlink fi ledgements.

Status Topic | application/{{application_|D] vice_EUl/status

Event for battery and mergi stat

)., Lid.

www.RAKwireless.com v
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HAIFEES Downlink Topic i {{application_ID}}#1{{device EUI}}Ej]T

=YY Appplication ID #1752 A9 Device EUI, Appplication ID BJ3REXE2£E 20 ,

Device EUI B3REISERE 21,

-
O RAK

@ status

£ Network

% |oRa Gateway

Lull LoRa Network Server

Status

General

Global Integration

& Services

B system

LoRa Network Server Application Overview

Applications

D Name Devices Creation Date

RAK_mqtt_test 1

Wed Jul 1 01:49:03 2020

& 20

Application Edit - 2

Application RAK_mqtt_test

Devices Application Configuration Payload Formats
Last Device name Device EUI
seen
1 never RAK node test |00d939567c667ele| A
Select All Remove

E 21

Type 1: Unified Application Key

Class

Logout

Description

[ ]| oo |
]

Integrations

Activation Device Link Batteg
mode Address  margin
otaa - -dB

Rows perpage | 10 7

WE 22 FrR =& matt.fx 2 AR Publish 1555 723 AME 2 R E %A Downlink

Topic ,

T W OANIE 3 B 2 & m A {"confirmed"

true,"data":

"SGVsbG8=","fPort":10} , = i%5H 4 #9 Publish %5l , BIPJ MR &ZEF TS (F ¢

class c XA T RS

ZEE matt.fx FRBIEEE) .

www.RAKwireless.com

2RI matt.fx FRBVEEE ; class a AT REE TR LR
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MQTT.fx - 1.7.1 - o @
ZIEN Extras  Help
& | 1723120437 1883 Disconnect 0
@1 5ubscribe  Scripts  Broker Status Log
» {gpplimlioanfdeuice!OOd?B?Sé?réé?eleflx_]2 v oLl QoS1 | Qos2 Retained ®£r

ﬁ_"cun[irmed": true,"data"; "SGVsbG8=""fPort": 1oﬂ 3

& 22

'{"confirmed": true,"data": "SGVsbG8=","fPort": 10}'#&=\i%EH

a. Confirmed ®[i£{E% true 5% false,

b. data WABMERNBZRZNIUE , FEXNKIEHXIT base64 4wiL,
c. fPort RERiEMiIROS , BXImHSHR 1-255,

gNE 23 PR, ATBAFE T mimE B IR B AU 284

www.RAKwireless.com 19
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Bl RAK SERIAL PORT TOOL

#=iEn

‘RAK B0: |W|m i'-.-t.szos -

EEES

at+recv=155,-26,8,5:48656c6c6f _)

EEENEVEERE)

B8l 00:00:00 | AETh: O | &M 0

4

at+version

at+get_config=device:status

U7 |at+set_config=device:sleep:0

04 |at+set_config=devicerrestart

05 |at+set_config=device:gps:1

05 |at+set_config=lora:work_mode:0

17 |at+set_config=lorajoin_mode:0

14 |at+set_config=lora:class:2

2 |at+set_config=lorarregion:EU868

0 |at+set config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

12 |at+set_config=lora:dev_eui:00d939567c667ele

“ |at+set_config=lora:app_eui:00d939567co67ele

14 | g=lora:app_key:4444e6d479d2b6cba70c62220b6db3e3

15 |at+set_config=lora:dev_addr:

O |at+set_config=lora:nwks_key:

17 |at+set_config=lora:apps_key:

2 |at+join

o |at+get_config=lora:status

3 0 e B

20 |at+get_config=lora:channel

O /240

| SW Version: V121 | SmETE:2018-12-24 2020/5/20 17:23:20

& 23

3.2. BAMXERTAE MQTT Ar5S523

AT G HBBIAAEMXEEI BN MQTT ARS8 | A0MMi@T matt.fx AFAE MQTT AR

SRTHEER.

KW HRARF B/ BEHEAEAE MQTT,

3.2.1. B MRECEF BRI MQTT AR5 28

ENERITAB UMK web BIETIHE , SEE 24 KEE :

www.RAKwireless.com

Copyright® Shenzhen RAKwireless Technology Co., Lid.
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@& RAK SN Logot

@ status

3 Network

@ | oRa Gateway

Lill' LoRa Network Server

Status
General

Gateway

& Services

B system

Application Server Integration

Application Server Integration

General Setup MQTT Topic template Setup

MQTT Broker Address | | 111 230 247 253

Broker Port{ | 1883

MQTT Protocol Version | V3.1
Client ID
Clean Session D
Will Retain ‘\:‘

Qos | 1- Atleait Once

keepalive | 10

Enable User Authentication ()

<
<
=
SSUTLS Mode | Disable \

& 24

Usemame rakwireless

[ ]

MQTT Broker Address &HESAF MQTT BRs32836Y IP Huht

MQTT Broker Port &EE MQTT lREMIROS , ZinOSWMREF B F 89

1&5EK1A 0 1883
¥TH Enable User Authentication F3x

BAVIIE] MQTT BRSSHIAR P AT

ETMZE , mia NEK Save&Apply #BHHRFEX,

3.2.2.18d mqatt.fx EEFBH MQTT ARS8

T matt.fx , mEE 25 FIRIREEE :

www.RAKwireless.com 1

Copyright
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MQTT.Fx- 1.7.1 - o @

ZIEN Extras  Help

n local mosquitto ' Disconnect .
m Subscribe  Scripts Broker Status Log

25
SHEE 26 E THEMINE , FIE— Profile , #iA Profile Name , B2 & MQTT R
22 IP HEFNEE O , 7€ User Credentials fRE T AR L, BETHMZESE

A TAR OK IR :

www.RAKwireless.com 22
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M2M Eclipse
New Profile Profile Name | Custorm_MQTT
local mosquitto Profile Type  MQTT Broker i;\\m.l-r

y

MQTT Broker Profile Settings

Broker Address | 111.230.247.253

BrokerPort | 1883
ClientlD | MQTT FX y
General [RILEY Credentlals Proxy -~

\ User Name | rakwireless

Password | esssssssssssasss

(- Revert OK Apply

& 26

WE 27 B, ERBAINIFICIZR Profile , &5 Connect 325l , BNe] R INE R FA

BHIMQTT MRSBBLE. (TASRWMAISEL—/I\T 3.1 HUMXAE MOTT IR5 4

Extras Help
n —_— .
N e [ @®

Publish m Scripts  Broker Status  Log

application/2/device/00d 939567 cb67ele/m - Qos1 | qos: (TR v
Topics Collector... S.. L B

& 27
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4.8 MQTT FRENHY T REERIETUE X

FERIEET AT 7@ MQTT aIAIT HF =By E1TE4E Uplink AL IAIE T = T
& EHE Downlink , i il B E fth =MLBURVENIE | 59502 Join, Ack # Status, EH Join
METRAMRNESR , Ack BRATRTREEZETREOENHIAESR , Status 1=

HEBEERESR.

TEBMEI AN BZIAMBIENEBEAARSE X,

4.1. Uplink

"applicationID": "1", // TT=RFrEMN AR id
"applicationName": "test-app", // T =FTENABZF
"devEUI": "3637343457387¢e11", // T3:2AY devEUI
"deviceName": "dev-5205", // Ti=a&HM

"timestamp": 1592730721, // &2 T = EHERY Unix B (8] 2

“fCnt": 6,
"fPort": 2,
"data": "AQIDBA==", // base64 miG/aHIENE , REMD Z AR R T R SERF LR RIELIRE

"data_encode": "base64", /| HIERIRIZIEE
"adr": true, /| TREBARBT adr

"rxinfo": [ // FRBEZIREIT REENMXER
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{

"gatewayID": "d896e0fff010611e", // MM gateway id
"loRaSNR": 13.3, // HeIMXxBVEEEE

"rssi": -71, // HEIMxAI RSSI

"location": { // WNMXKZLHENRBHRIER

"latitude": 0,
"longitude": 0,

"altitude": 0

1,

"txInfo": {
"frequency": 486300000, / 1 R&RIXEIEERFIFISNE

"dr': 2 // TR ERIAY data rate

4.2. Downlink
“confirmed": true, // This dl pkt need confirm or not.

"fPort": 2, // The port will be used for sending this packet

"data": "AgQAAAA==" /| BRIXLETI SRR , 21T base64 Jwig

www.RAKwireless.com
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4.3. Join

"applicationID": "1",
"applicationName": "test-app",
"deviceName": "dev-5205",

"devEUI": "3637343457387el1l",

"devAddr": "02000001" // Join B INZ G R ECLE T RAEVFE L

4.4. Ack

EFE CRSBABATETAT confirmed ERIMBUES , TEAELMEE Ack(GEE

TRA—EIUMEE Ack , Ack TRERAET R F—RRELITRIERET. ).

"applicationID": "1",
"applicationName": "test-app",
"deviceName": "dev-5205",
"devEUI": "3637343457387e11",
"acknowledged": true,

“fCnt": 7

4.5. Device Status

"applicationID": "1",
"applicationName": "test-app",

"deviceName": "dev-5205",

www.RAKwireless.com 26
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"devEUI": "3637343457387el1l",

"battery": 254, // BitF|FEER TR, 254 RRBFHEIRS , 1 RRBEME

EHFER,
"margin": 8, // R&iE— K INEUL DevStatusReq < AIRRIREIREL
"externalPowerSource": false, // & {ER T EIMNUEE
"batteryLevelUnavailable": false, // TRMEBEERFIEETEN

"batteryLevel": 100 // batteryLevelUnavailabl J true B9 1 2 F ,
batteryLevel RREEEB7'LE

}
5. EFRG

AT RER python REBEA matt TTET /B LR BIRHETNATITEILR &
WEI—RETRIESR  BF2ENATREE—PTITRIE , AERHello rak”, fERR

WRIEFAEIRAEER,

A FTIEBEF python3 =178 , a7 a1 , EEFE &< pip3 install
paho-mqtt TR AK#IE.
#!/usr/bin/env python
import json
import base64

import paho.mqtt.client as mqtt
from datetime import datetime

# maqtt fRs328 IP

www.RAKwireless.com o
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mqtt_ip = '111.230.247.253"
# matt fRS 28RO

mqtt_port = 1883

# mqtt AP S

mqtt_username = 'rakwireless'

# maqtt =5

mqtt_password = 'rakwireless.com’

# maqtt iT/# topic, % topic FILMTHEFMETREE

maqtt_rx_topic = 'application/+/device/+/rx'

# FFIFHERM 16 #EH

def str_to_hex(s):
return r"\x"+r'\x'.join([hex(ord(c)).replace('0x', ") for c in s])

# —BiTHARES , EiRL7E

def on_message(maqttc, obj, msg):
on_print_rak_node_info(msg.payload)

# FTENMTHAZN T RER

def on_print_node_rx_info(json_rx):

try:
devEUI = json_rx['devEUI']
applicationIlD = json_rx['applicationID']
applicationName = json_rx['applicationName']
deviceName = json_rx['deviceName']
timestamp = json_rx['timestamp']
fCnt = json_rx['fCnt']
fPort = json_rx['fPort']
data = json_rx['data']
data_hex =

str_to_hex(base64.b64decode(data).decode("utf-8"))
# ZEY (e BLEE R A i (8]

str_local_time = datetime.fromtimestamp(timestamp)

print('---------------- devEUI:[%s] rxpk info ------------m-m-- ' % devEUI)
print('+\t applicationName:\t%s' % applicationName)
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print('+\t applicationID:\t\t%s' % applicationID)
print('+\t deviceName:\t\t%s' % deviceName)
print('+\t datetime:\t\t%s' % str_local_time)
print('+\t fCnt:\t\t\t%d" % fCnt)

print('+\t fPort:\t\t\t%d"' % fPort)

print('+\t data:\t\t\t%s' % data)

print('+\t data_hex:\t\t%s' % data_hex)

except Exception as e:
print(e)

finally:
pass

# ITHATSHNEEZE , BT R&iEHello rak»F{F &

def on_print_rak_node_info(payload):
json_str = payload.decode()
try:
json_rx = json.loads(json_str)
on_print_node_rx_info(json_rx)

dev_eui = json_rx['devEUI']
app_id = json_rx['applicationID']

# B M xEIARY tx topic
tx_topic = 'application/%s/device/%s/tx"' % (app_id, dev_eui)

str_hello = "Hello Rak"

tx_msg = "{"confirmed":true,"fPort":10,"data":"%s" } %
str(base64.b64encode(str_hello.encode("utf-8")), "utf-8")

# RMHR

maqttc.publish(tx_topic, tx_msg, qos=0, retain=False)
print('Send \'Hello rak\' to node %s' % dev_eui)

except Exception as e:
raise e

finally:
pass
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maqttc = mqtt.Client()
mqgttc.on_message = on_message

# MRSBEAFPBMZE | FERRIT

mqttc.username_pw_set(mqtt username, password=mqtt_password)
# E$E maqtt broker , [OEkBTIE) A 60s

mqttc.connect(mqtt_ip, mqgtt_port, 60)
mqttc.subscribe(mqtt_rx_topic, 0)

maqttc.loop_forever()
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6.12i][h%E

ks R HEA
1.0 Bl 2020-07-03
1.1 EL eS¢ =] 2020-08-17
ﬁ L RTERAER:
\‘_—J\‘ RAK 2—REET loT U= RABENAM AT , EEENFENTLBRRATLNRE , %

RAK FelFnE I ER S RPN MLELIEE R (Network Operator) , RAEM I (System
! Integrator)FARSS IR L7 (Service Provider)F RS HREN loT =RERAH R,
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