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1. BB

AN S IESE RAK Bl M X =m , FEEARE LoRa Server NEEMWAF |, Eid
AEICAFEBIA P T EANfEE MQTT T M KXEIAE LoRa Server 1SRIRVENIE | (EAF
TREBAMXHTIERE  HEAFEBCHNAIRSSZRET R E AR EREERNA

AR 55 28 e AL B R R A R S AT B 89,

A3E U RAK A BRI X 7= 6 ( EAM X RAK7258 EE MM X RAK7249 ) K
B, NMBIWAERAMKXAE MQTT BREZEFFAE (B ) MQTT BRSEEE ; NEWMERT AT

SRR A K2 T R AR AR TV B AR AT

2.LoRaWAN & MQTT &/

ERETRER , HITEN B LoRaWAN MLEFI MQTT M4LE , XK LoRaWAN Fl
MQTT MIFREE—NMEEEMP T, NREBELZLFET LoRaWAN AKXk MQTT BT

fERE , TELEETRA,
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2.1. LoRaWAN {&i&

Concentrator Network
End Nodes /Gateway Server

pet
tracking

smoke alarm

3G/
Ethernet
Backhaul

vending
machine |,

Y1E 1 FiR . LoRaWAN MERES R

® “&IRi%&E (End Nodes)

® [ ( Concentrator/Gateway )

® NS AR%88 ( Network Server)

LoRaWAN M&FREVREIER !

HRREFNTRIRE , HRBERE |, FRRENZRULTLESHRNEBLEMX
PSR4 42 i & X RO BB L 45 NS ARS3 88

NS RS BRELEEMNER. BIMIMRELNBIFLITES, LIE,

RAK &j{t LoraWAN LFRERERM , BUAMXES T NS fR583, EES RAKKITRA]

AT 42 MAFEEEHE LoraWAN M4,
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2.2. MQTT @Ehd

MQTT & MQ EM{EiE. B—M&MATIH , MEEBHNEZEERAEREE D

W, BEERATERRIRENETE. SEREHATEHINE, 8RN EMETEE

MIgERBRBRRIME , R TEMRATEN, XLEERN {1 I o YIER R t

FAIERIERE,

N

||:|

Publish MQTT
Broker

WE 2 FiZ , MQTT MERER R :

® &f#E (Publisher)

® iTi##& (Subscriber)

® MQTT Broker

£%#E (Publisher) XHER ;

1T#& (Subscriber) IRELTERBIER;

www.RAKwireless.com 5
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MQTT Broker WA HEEFHBEEE]HEHITRET.

MQTT Broker EILL 2 FE 2 ML , KMERMELMMAR , ITAERNE. EFH

EEIR .,

2.3. MQTT 7£ LoRaWAN M& A H9/E B

|
‘ ‘e, %&a
4, ¢
Node Device %%“ ’ @ ‘ E
’ & 4 S
EEREEERE Publisher MQT‘I‘ -
Gateway + NS Benlior Sub§cr1ber

User
Node Device Application

s

Node Device

SERRMAE 1
£/ RAK B M<AE MQTT Broker IHEE,

RAK Bl W KRS EIBH R IXLNE NS , RE NS BB LM ZENE MQTT Broker ,

RAPEEE=5EF T HHE.

RAK il X BN Jo & & , X739 MQTT Broker,

AR L 1LEAMXAEN MQTT Broker , BiEE T AMITHSE L HHIE ;

2.FRNER MQTT Broker {GEEFIME R, MXMEREER , HOME~BEER.
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SEFRMFE 2 ¢
AMERH RAK il MKxAE MQTT Broker IfgE,

RAK WL XIR1SEUIEH RIZLERENS RE NS FFEIELRHESE =7 MQTT Broker,

RAPEdE=5EF T HRE.

RAK Bl XX & HE,

3. T T R

AE RAK BIE MM X AER , =S WMENEET matt.ix TEITRT = EREVEIE.
FRETH : matt.ix THE (MQTT EFiH ) .

TF#ituit - https://mqttfx.jensd.de/index.php/download.

»I:I

3.1. EAMXERNE MQTT AR5523

0,

3.1.1. BN EEERNE MQTT AR323

BEWMKIZE S Network Server 123, (TEIZERT , HUMXEEMNIERE , X2

NS RSZEBEAE) , AERULMXFRM—MNT =,

XTI R AR 1P otk , #AFE XA web FRE :

www.RAKwireless.com 7
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RAK

loT Made Easy

@

root

AR RAMZWLE J9 root, WA , i Login , AU T5RME :

@\ RAK AUTO REFRESH ON Logout

@ status

Status

Overview

Received Transmitted Active Nodes Busy Nodes
LoRa Packet Logger
System Log 0 0 0

Firewall

Duty Cycle Of the LoRa Channel

3 Network
) 100 b
‘A’ Channel Plan 22415
23:00
Ll LoRa Network eads
00:30
o115
& Services 02:00
02:45
03:30
& system 04:15
05:00 0
05:45
06:30
nris

£E[E 6 , k)X =i LoRa Network , s2ifi Network Settings , 7 Mode H1i%#% Network

Server &3
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& RAK

@ !
(& Stnes LoRaWAN Network Settings
Network

Gateway EUI 60C5ABFFFE74D2FC
%) Channel Plan

Mode v Packet Forwarder i

i Ba ation "j
[l LoRa Network Network Server

Network Settings Packet Forwarder Settings

& Services
General Setup Packet Filter GPS Information

System
Gateway EUI | 60CSA8FFFE74D2FC

Protocol | Semtech UDP GWMP Protocol

Server Address | router.eu.thethings.network

& 6

1£1% Network Server B\ 2 f5 , /=iEE 7 B/~ Switch mode , 1% 15 LR |, Mx

ENe] )32 Network Server 1=,

Gateway EUl 60C5A8FFFE74D2FC

Mode | Network Server

4p

Really switch mode? Switch mode

B 7

R XN Z IS | BANFEZAE R Al M X 18I0 Application #1735 =,

SE[E 8 FRENITIHRY topic,

www.RAKwireless.com 9
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@ RAK Logout

@ sSta | S :
\Dtatns Application Server Integration

3 Network i 1 .
Application Server Integration

% channel Plan

General Setup MQTT Topic template Setup

lull LoRa Network

Network Settirgs i lication_EUI}} {{device_EUI}}. The variable field must be
Networl ServaNSImte: i pa nt between the two '/'s is a separate domain). All topics
variable field.

Gateway
Application Join Topic | application/{{application_ID}}/device/{{device_EUI}}/join
Global Integration Event published when a device joins the network
Uplink Topic | application/{{application_ID}}/device/{{device_EUI}}rx
& Services

Contains the data and meta-data for an uplink application payload.

=] System Downlink Topic | applicationf{{application_ID}}/device/{{device EUIM}/tx

Scheduling downlink data by application server

Ack Topic | application/{{application_|D}}/device/{{device_EUl}}ack

Event published on downlink frame acknowledgements.

Status Topic | application/{{application_ID}}/device/{{device_EUI}}/status

Event for battery and margin status received from devices

i

& 8

{£A Uplink Topic 1] 8% = EREVENE , EXWF ¢

“application/{{application_ID}}/device/{{device_EUI}}/rx’ , EH , {{application_ID}}3&E
BB RALFAEFRAY application ID , application ID £&E 9 3XBY, {{device_EULEBE

¥R FA1T =1 device_EUI , device EUI S&E] 10 FXEL,

www.RAKwireless.com 10
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\‘:‘EI‘ RAK Logout

@& status

LoRa Network Server Application Overview

Network L
Applications

‘A" channel Plan
Ll LoRa Network ID Name Devices Creation Date Description

Network Settings
10 1 Wed May 6 02:09:37 2020 m

Network Server Status

Gateway
= RAK_mqtt test 0 Tue May 19 03:34:24 2020 m

Application

Global Integration

& Services Type 1 : Unified Application Key v m

=] System

e

9
Application Edit - 2
Application RAK_mqtt_test
Devices Application Configuration Payload Formats Integrations
Last Device name Device EUI Class Activation Device Link Batteg
seen mode Address margin
1 never RAK node test |00d939567c667ele| A otaa = -dB
Select All Remove Rows per page | 10 v
(g
10

BirzEH) topic tNF :

application/2/device/00d939567c667e1e/rx

MBBANBITEH—NMATHRET RBUE , tLINA 2 TRRET R8UE , aTCAE
FALAF topic :

application/2/device/+/rx

MRBANZT B NA T SEIE , STBAERABLT topic :

application/+/device/+/rx

www.RAKwireless.com 1
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3.1.2. B matt. X ITETSER

FTH matt.fx TR , TREWE 1 FiR

MQTT.Fx - 1.7.1 - o @

File  Extras Help

n local mosquitto v ﬁw Disconnect .
m Subscribe  Scripts Broker Status Log

AL E 12 £ ERRNFERE

www.RAKwireless.com 12
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MQTT.fx - 1.7.1 - O &

File  Extras Help

@ local mosquitto » ﬁ Disconnect .
m Subscribe  Scripts  Broker Status  Log

home raden/fountain Qo5 1 QoS 2 Retained

fEE] 13 FRLIAEA AR X IP tdk

MQTT.fx - 1.7.1

File  Extras Help

’ . 1883 1 Disconnect .
m Subscribe  Scripts Broker Status Log

Qo5 1 QoS 2 Retained

www.RAKwireless.com 13
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MATMX IP 25 , |EE 14 Y Connect i1l , REMNEBEFTHEE ,

AR EZMINERZIM XA ERN MQTT ARS528 -

MQTT.fx - 1.7.1 - o @

File  Extras Help

* 172.31.204.37 1883 G Disconnect @
m Subscribe  Scripts Broker Status Log

B v QeEEp Qos1 | Qos2 Retained e

14
& 15 B9 Subscribe T , EHRAERBATTEE topic , BREEAEEGM

Subscribe & , AT R = ERAVEURE -

www.RAKwireless.com 14
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MQTT.fx - 1.7.1 - o bl
m Extras Help
% | 1723120437 1883 Disconnect 0
1
Publish Scripts  Broker Status Log
2
(applitalionfzmevicefDOtl?S%b?céé?elefrx l A 3 o

application/2/device/00d939567c667e1e /rx d
Dump Messages mute | (SR

|
Topics Collector ... S. o

15
ERT MBI join Z/FRE—FEIE. BAETRIMEE—F “HelloRakwireless”
TREEEI 16 #HEIRVEE , FIMF “Hello Rakwireless” ¥ 16 IR ZE “48656¢

6c6f52616b776972656¢657373"

www.RAKwireless.com 15
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Bl RAK SERIAL PORT TOOL - O X
=g
‘ RAK Bl -_CONfli O 07 |at+version
=irEl O 02 |at+get_config=device:status
OTAA Join Start.. O 0% |at+set_config=device:sleep:0
[LoRa]Join Success O 04 |at+set_config=devicerestart
oK O 05 |at+set_config=device:gps:1
[LoRa]: RUI_MCPS_UNCONFIRMED send success O 06 |at+set_config=lora:work_mode:0
OK OO0 07 |at+set config=lorasjoin mode:d
at+recv=0,-28,7,0 [ 08 |at+set_config=lora:class:0
=»at+set_config=lora:confirm:1 O 0% |at+set_config=lora:region:EUB6E
LoRa configure confirm success O 10 |at+set_config=lora:confirm:1
oK O at+set_config=lora:ch_mask:0:0
[LoRal: RUI_MCPS_CONFIRMED send success O 12 |at+set_config=lora:dev_eui:00d239567c667ele
oK O 72 |at+set_config=lora:app_eui:00d939567c667=1e
at+recv=0,-26,7,0 O g=lora:app_key:444426d479d2bb6cba70c62220b6db3e3
[LoRa]: RUI_MCPS_CONFIRMED send success O 75 |at+set_config=lora:dev_addr: E
OK OO 15 |at+set config=lorainwks_key:
at+recv=0,-437,0 [0 77 |at+set_config=lora:apps_key:
] O 78 |at+join
SEEOENSEES) O 7 |at+get_config=lora:status
at+send=lora:1:48656c6c652616b77697 2656657373 M 20 |at+get config=lora:channel
O #3%/2AE
BBl 00:00:00 | EEF): O |55 0 | SW Version: V1.21 | ZaEATE:2018-12-24 2020/5/20 10:12:25

£ matt.fx RETFTUBRBANT AR T REHE , NE 17 PR

MQTT.fx - 1.7.1 - 0 &
(ZICE Extras Help
% | 1723120437 1883 Disconnect ]
Publish Scripts  Broker Status  Log
application/2/device/00d 39567 chbTeles/ m i 1 R Autoscr Lo
application/2/device/00d939567c667e1e /i application 2/ device /00d939567c667ele/ rx 1
Dump Messages  Mute (LTINS Qoso
Topics Collector (0) Scan = St Ev
Application/2 /device/00d93956 7c667 ele/rx
20-05-2020 10:12:07.36727867
{“applicationID "applicationName”: "RAK_mqtt_test"”, "devEUI":"00d939567
c667ele”, "deviceName" : "RAK_node_test timestamp"”:1589946727,"fCnt":2, " fPo
rt":1,"data" :"SGVshG9SYWt3aXJlbGVzcw==", "data_encode": "base64"}

www.RAKwireless.com 16
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data SN IR T R KRIZMEIE, Data SENHIAB RN T R K ZMEIRHITT base6s

Ymig , FHAVRFEN data 25 #H1T base64s gD , BNeI B EIRBEIE.

BEEFWMX web BIETIHE , BEEIBHBUIES matt.fx — 2,

Application - Edit Device 00d939567c667¢ele

Device-00d939567c667ele

Overview Configuration Activation Downlink Live Device Data

2020/05/20 10:12:10 Uplink 48 65 6C 6C 6f 52 61 6b 77 69 72 65 6C 65 73 73

"applicationID™: ™27,

3.1.3. BT matt.fx BT RLIXEE

B matt.fx 8 R RIEEUE | FEER Downlink Topic,

www.RAKwireless.com 17
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@ RAK Logout

# sta S g :
\Dtatns Application Server Integration

3 Network i 1 .
Application Server Integration

% channel Plan

General Setup MQTT Topic template Setup

lull LoRa Network

Network Settirgs B lication_EUI}} {{device_EUI}}. The variable field must be
Networl ServaNSImte: nt between the two '/'s is a separate domain). All topics
variable field.

Gateway

Application Join Topic | application/{{application_ID}}/device/{{device_EUI}
Global Integration Event published when a device joins the network

Uplink Topic | applicatior

on_ID}}/d

e/{{device_ EUI}}rx

&% Services ; —
Contains the data and meta-data for an uplink application payload.
System Downlink Topic | app

pplication/{{application_ID} {{device_EUI}}/tx

Scheduling downlink data by application server

Ack Topic | applicatior

Event published on downlink frame acknowledgements.

Status Topic | application/{{application_ID}}/device/{{device_EL

Event for battery and margin status received from devices

i

FHA1EZE45 Downlink Topic H#9{{application_ID}}#1{{device EUI}E # Jo 75 2 3 N A9
Appplication ID 177 5284 Device EUI, Appplication ID FJ3XKEXZ=E[E 20 , Device EUI A95%

B&EE 21,

“gjl\ RAK Logout

= _ A :
9 status LoRa Network Server Application Overview

Network ) )
Applications

‘% channel Plan

Ll LoRa Network ID Name Devices Creation Date Description

Network Settings
1 a1 1 Wed May 6 02:09:37 2020 m

Network Server Status

Gateway
& RAK_mgtt test 0 Tue May 19 03:34:24 2020 m

Application

Global Integration

& Services Type 1 : Unified Application Key v m

g System

T

18
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20
| Application Edit - 2
Application RAK_mqtt_test
Devices Application Configuration Payload Formats Integrations
Last Device name Device EUI Class Activation Device Link Battefl
seen mode Address margin
1 never RAK node test |00d939567c667ele| A otaa = -dB
Select All Remove Rows per page | 10 v
(g1
21

9NE 22 B , =i matt.fx Z2_EARY Publish #5325, E#AME 2 B9 E A Downlink
Topic , 7E4 AIE 3 BN E 4 A {"confirmed": true,"data": "SGVsbG8=","fPort":10} , =
4% 4 B9 Publish %250 , Bl EUB R X BT R OGF (class ¢ BT S22 UE) matt.fx

TREVEIE | class a RATREAE TR ERBIEZFRE matt.ix FRIVEIE) .

MQTT.Fx - 1.7.1 - o x
ZICM Extras Help
k| 1723120437 1883 Disconnect ]
@1 Subscribe  Scripts Broker Status  Log
» {gpplicauonfzrdeuice;ﬁﬁd93956?céé?e1e:uj2 v @D oos1 qes2 Retained v

ﬁ"con[irmed": true,"data"; "SGVshG8=""fPort": 10]} 3

www.RAKwireless.com 19
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& 22

"{"confirmed": true,"data": "SGVsbG8=","fPort": 10}'#&=\ i/iBH

a. Confirmed B]i&{Ef true & false,

b. data IABTMEHRNEBERENIE , FENKIEHEIT base64 4T,

c. fPort REREMIKOS , BWInHS A 1-255,

SNE 23 Fr7R , B] AT RimE 2N BI B9 EUE -

Bl RAK SERIAL PORT TOOL - [m] X

‘ RAK =o: ICOMﬁ:_'I R %}-15205 .
H=rEn o
at+recv=155,-26,8,5:48656c6c6f _]

4

at+version

at+get_config=device:status

U7 |at+set_config=device:sleep:0

4 | at+set_config=devicerrestart

05 |at+set_config=device:gps:1

05 |at+set_config=lora:work_mode:0

17 |at+set_config=lorajoin_mode:0

14 |at+set_config=lora:class:2

2 |at+set_config=lorarregion:EU868

0 |at+set config=lora:confirm:1
at+set_config=lora:ch_mask:0:0 E
12 |at+set_config=lora:dev_eui:00d939567c667ele
13 |at+set_config=lora:app_eui:00d939567c667e1e
4 | g=lora:app_key:4444e6d479d2b6cba70c62220b6db3e3

o |at+set_config=lora:dev_addr: E

O |at+set_config=lora:nwks_key:

at+set_config=lora:apps_key:

2 |at+join

o |at+get_config=lora:status

20 |at+get_config=lora:channel
O /240

BE: 00:00:00 |FEM: O |5 0 | SW Version: V121 | ZmafiEk2018-12-24 2020/5/20 17:23:20

EEENEVEERE)

3 0 e B

& 23

3.2. BAMXERFAE MQTT AR5 88

AR HBBINFAIEMKEEMNER MQTT BRS328 , SNELEE matt.ix AFAE MQTT AR

SRTHEER.

AN HARAEFR/EB A NIARFAE MQTT,

www.RAKwireless.com 20

Copyright®© Shenzhen RAKwireless Technology Co., Ltd



y 3
B RAK  snssnsamas RAK7258/7259

3.2.1. HALNKEEEFABR MQTT ARS323

ENREBITHF LMK web HIETIHE , SEE 24 BBE :

\I’g:i\ RAK Logout

@ status
E=3

General Setup MQTT Topic template Setup
3 Network

MQTT Broker Address|| 111.230.247.253
@ channel Plan

MQTT Broker Port} | 1883

lull LoRa Network
MQTT Prgficol Version | V3.1

Network Settings
Client ID
Network Server 5tatus

Gateway Clean Session ()

Application will Retain ()

Global Integration
Qos | 1- .-‘n[.%}izf. Once

& Services ~
keepalive | 10

& system Enable User Authentication () Y

Usernam rakwireless

Passworn | ................ ‘ &

S5L/TLS Mode | Disable

Save & Apply Reset

& 24

® MQTT Broker Address AHEEHF MQTT ARs3 2809 IP ik

® MQTT Broker Port &125 MQTT ARS5HIROS |, Zin O SWMRAFREERENIE

ZXiAH 1883
® ITF Enable User Authentication 7%
® HAiAIL MQTT RSZ VA RT3

RERMZE , SEEa NEK Save&Apply IRREZFEX,

www.RAKwireless.com 21
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3.2.2. 1E matt.ix EZFABR MQTT ARSS83

FTH matt.fx , SR 25 Fi/RiREERR :

MQTT.Fx - 1.7.1 - o @&

a =
. loeal mosquitto ' Connect Disconnect .

m Subscribe  Scripts  Broker Status  Log

25
SiEE 26 E THEMMNE , FiE—1 Profile , #i A Profile Name , B2 & MQTT AR 28
89 IP #uhtFNiK O , 7£ User Credentials #3 ¥ FiMIAR R BFZE, EEXMZEREET

AR OK &4 :

www.RAKwireless.com 22
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M2M Eclipse -
New Profile Profile Mame | Custom_MQTT
local mosquitto Profile Type  MQTT Broker | m

y

MQTT Broker Profile Settings

Broker Address | 111.230.247.253

Broker Port | 1883
Client 1D MQW,FX,(? N .
General ERUETReT LT E] /TLS Proxy ~

\ User Name | rakwireless

Password | esssssssssssasss

- Revert OK Apply

& 26

WE 27 FrR | EFRIAINIFICIEER Profile , =i Connect %41 , BRI INiEIERIFAE

FMQTT RSB L. TRSRMRAISEL—/I\Y 3.1 FUHEXAEMQTT fi5 %

Extras  Help
s —_— "
. I I v g Disconnect ‘©

Publish m Scripts  Broker Status  Log

application/2/device/00d 939567 cb67ele/m - Qos1 | qos: (TR v
Topics Collector... S.. L B

& 27

www.RAKwireless.com 23
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4.8 MQTT FREXNEI T | BB TVE X

AREEDMRNTHE TEL MQTT WAET T =AY E1THIE Uplink A RI0FE B R T
AZBUE Downlink , TR BEM=FERIFIEIE , 5512 Join, Ack F Status, EF Join
AT EAMEMER Ack EET R FRHEZETREEMNHIAMER |, Status 2T =0

HtEERESE,

TEBMEI AN BZXAMRENEEEANRSE X,

4.1. Uplink

"applicationID": "1", // T = FrEMN AR id
"applicationName": "test-app", // T S Ff BN AMZ
"devEUI": "3637343457387e11", /| 13509 devEUI
"deviceName": "dev-5205", // T =&

"timestamp": 1592730721, // U EIT S E3EHY Unix B8] 8%

"fCnt": 6,
"fPort": 2,
"data": "AQIDBA==", // base64 fmIGGRILIE , MRIBZ 2T =3LfF £ R BVENIE

"data_encode": "base64", /| HIERIRIGIEEY
"adr": true, // TREBHARBT adr

"rxinfo": [ /I FREERIREIT REERMNXER
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{
"gatewaylD": "d896e0fff010611e", // Mk gateway_id
"loRaSNR": 13.3, // HBIMXAISIELL
"rssi": -71, /| HEIMXAY RSSI
"location": {// WRIMKMEZGHELARBHRER
"latitude™: O,
"longitude": 0,
"altitude": 0
}
}
1
"txInfo": {
"frequency": 486300000, / T =& IXFIEERIBISTER
"dr': 2 /| TR HEIRY data rate
}

4.2. Downlink

"devEUI":"3637343457387e11", /| T3 Y devEUI {52

"confirmed": true, // This dl pkt need confirm or not.

"fPort": 2, // The port will be used for sending this packet

"data": "AgAAAA==" || KIXLETI RBVEUIE | £ base64 wiD
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}
4.3. Join
{
"applicationID": "1",
"applicationName": "test-app",
"deviceName": "dev-5205",
"devEUI": "3637343457387e11",
"devAddr": "02000001" // Join RN Z e R BRLA 5 =AY s bt
}
4.4. Ack

FE  RBBAEBATETAT confirmed ERMWEIER , TEASMEE Ack (iFE :

TRA—EIULMEE Ack , Ack AJIRERET R F— R &KX LITRIERET. ).

"applicationID": "1",
"applicationName": "test-app",
"deviceName": "dev-5205",
"devEUI": "3637343457387e11",
"acknowledged": true,

"fCnt": 7

4.5. Device Status

"applicationID": "1",
"applicationName": "test-app",
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"deviceName": "dev-5205",

"devEUI": "3637343457387e11",
"battery": 254, // BRI TFREMN DR, 254 RRBIRFEIRS , 1 RABHBEE

BIFER,
"margin™: 8, /| R&EIT— X IN#EI DevStatusReq a5 < HIRR RS IELL
"externalPowerSource": false, /| 2&{ER T EIMNIEIR
"batteryLevelUnavailable": false, // TTRIEERFIZBEN

"batteryLevel": 100 // batteryLevelUnavailabl J3 true BJ1E52 T , batteryLevel &R

Eh={=F e

5. EFRA

AR ERA python {CHE1HRA matt 1T BT L& BIEHIEH NARFITENLR S8
A-—RETHES  BEFENEATREE—DTITRIE , ABR “Hellorak” , ERNKE

RIS TR IR IS ER,

AR IEBBET python3 BTIME , miz{TVIERT , EE(EM S pipd install paho-mqtt
LR IKFR
#!/usr/bin/env python
import json
import base64

import paho.mqtt.client as mqtt
from datetime import datetime
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# matt BRS328 IP

maqtt_ip ='111.230.247.253"

# mqtt BRS3 28w 0

mqtt_port = 1883

# matt AR A

mqtt_username = rakwireless’

# mqtt 215

mqtt_password = 'rakwireless.com'

# maqtt 1715 topic, 1% topic BT HIETSER

mqtt_rx_topic = 'application/+/device/+/rx'

# FF TR 16 HHl

def str_to_hex(s):
return r"\x"+r'\x".join([hex(ord(c)).replace('0x’, ") for c in s])

# —BiTHEER , BEALTSE

def on_message(mqttc, obj, msg):
on_print_rak_node_info(msg.payload)

# FTENTHAZNTRER

def on_print_node_rx_info(json_rx):

try:
devEUI = json_rx['devEUI'
applicationlID = json_rx['applicationID']
applicationName = json_rx['applicationName']
deviceName = json_rx['deviceName']
timestamp = json_rx['timestamp']
fCnt = json_rx['fCnt']
fPort = json_rx['fPort']
data = json_rx['data’]
data_hex = str_to_hex(base64.b64decode(data).decode("utf-8"))

# A5 [B] BYAE R D A A (8]

str_local_time = datetime.fromtimestamp(timestamp)

print("-----=---------- devEUI:[%s] rxpk info -------==---m==-—- ' % devEUI)
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print('+\t applicationName:\t%s' % applicationName)

print('+\t applicationID:\t\t%s' % applicationID)

print('+\t deviceName:\t\t%s' % deviceName)

print('+\t datetime:\t\t%s' % str_local_time)

print("+\t fCnt:\t\\t%d" % fCnt)
(
(
(
(

print('+\t fPort:\t\t\t%d' % fPort)
print('+\t data:\t\\t%s' % data)
print('+\t data_hex:\t\t%s' % data_hex)

' )

print

except Exception as e:
print(e)

finally:
pass

# ITARNTRNBEZRE , BTREIE “Hello rak” FF&

def on_print_rak_node_info(payload):
json_str = payload.decode()
try:
json_rx = json.loads(json_str)
on_print_node_rx_info(json_rx)

dev_eui = json_rx['devEUI']
app_id = json_rx['applicationID']

# 7k N < ERIABY tx topic
tx_topic = 'application/%s/device/%s/tx' % (app_id, dev_eui)

str_hello = "Hello Rak"

tx_msg = {"confirmed":true,"fPort":10,"data":"%s" I3 %
str(base64.b64encode(str_hello.encode("utf-8")), "utf-8")

# RMiER

mqttc.publish(tx_topic, tx_msg, qos=0, retain=False)
print('Send \'Hello rak\' to node %s' % dev_eui)

except Exception as e:
raise e

finally:
pass
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mqttc = mqtt.Client()
mqgttc.on_message = on_message

# MIRSEAFPBIMNEE |, BERRIT

mqttc.username_pw_set(mqtt_username, password=mqtt_password)
# ¥E$E matt broker , (DR8] J9 60s

mgqttc.connect(mqtt_ip, mqtt_port, 60)

mqttc.subscribe(mqtt_rx_topic, 0)

maqttc.loop_forever()
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6. BiT[ASE

ks R HEA
1.0 Bl 2020-07-03
ﬁ | RTERAER
\‘_—J“ RAK —REETF loT A= RAENRN AT , EEERFENES B ARATEHNNR , %
RAK FA AU B0 7 W 48 2 B s i o 2 BK R /N B 9 ) 48 15 B 7 (Network Operator) , % 45 £5 A 7 (System

Integrator)F1ARS3 12 5 (Service Provider)ZE R IS 1HAER loT FRENAAE.
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